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Guidelines for the 

Use of the Internet and Digital Technologies 

2023
This policy was adopted by the Board of Governors in October 2023. It will be reviewed by the Board of Governors in 2025 or at such times as new guidance becomes available or relevant legislation is passed. 
Introduction
The Board of Governors will ensure that Brownlee Primary school has a policy on the safe, healthy, acceptable and effective use of the Internet and other digital tools e.g. digital cameras, acceptable use of mobile phones and gaming hand-held devices which have downloadable capabilities. They also promote safe and acceptable practices for all staff and pupils.
General

· Use of ICT in the Northern Ireland education community must be in support of the aims and objectives of the Northern Ireland Curriculum
· All users must comply with all copyright laws

· All users must limit their use of the Internet for school related purposes – examples of this include the use of email, the use of the Internet to investigate and research school subjects and staff using the Internet to further develop their professional development

· All users are expected to behave in an appropriate manner when communicating with others

· All users must be aware that the use of the Internet in schools is a privilege and not a right and this privilege will be withdrawn if it misused

· All users must respect the hardware and software that has been made available to them

· All users must respect the work of others
Pupils

· Pupils must not enter the folders or files of anyone else

· Pupils must be aware that teachers have the right to enter any pupil folder in their own class

· The ICT Co-ordinator and Principal reserve the right to enter any pupil’s folder

· Pupils must not use the Internet for unapproved purposes

· Pupils should be discouraged from bringing mobile phones or any device with the capability of accessing the Internet to school on the grounds that they:-

· are valuable and may be lost or stolen.
· are capable of accessing / storing images that are inappropriate
Parents

· Parents should be aware that the access to the Internet provided to staff and pupils in school has limiting security features

· Parents should be aware that the use of the Internet in school is closely monitored by staff

· Parents should be aware that there will be no use of the Internet without the supervision of staff and that this will be in full view of others, e.g. the classroom or the ICT Suite
· Parents should, in co-operation with staff, make pupils aware of the rules and expectations within this document

· Parents should be aware that the use of ICT is complimentary to the teaching already done – i.e. the use of computers in the classroom is a tool

· Parents should be aware that children’s full names will not be available online at any stage but some indication of work they do could be added to any online work that becomes available on the school website
· Parent should be aware that no photographs of pupils will be available online without parents giving their permission  
· Parents should discourage pupils from bringing mobile phones to school on the grounds that Internet access on these devices becomes very difficult to police
· Parents should also be aware that social networking sites such as Facebook adhere to a strict ‘over 13’s’ age policy

Keeping Safe During Remote Learning Online Learning Platforms – Google Classroom, IXL, Lexia and ClassDojo 
Google Classroom, IXL, Lexia and ClassDojo are currently the online platforms being used by teachers in Brownlee Primary School to provide resources for students remotely and mark work submitted online. Other online platforms may be trialled or employed to enhance online learning and parents will be informed of any such changes in due course.   

· Children will not be expected to sign up to anything with a personal email address. They will either be provided with a school email address or a username and password. 

· Parents should ensure that their child always keeps their login to this facility private and that they do not share their account with anyone. This includes any other friends. 

· Some online learning platforms include a chat function or message boards, etc. It is important that parents monitor the use of these facilities and that children understand what is appropriate to write online. Parents should remind their children that these messages will be visible to the school staff and they should not put anything in a message, that they would not want anyone else to see. Our school has the same expectations of behaviour online as it does when pupils are physically in school.  

· Do not put unnecessary personal information in the user profile of these apps. For example, try to keep location, phone number and dates of birth private. 

· Always check the terms and conditions of the programs, especially those around age. For example, by default, Skype restricts the privacy settings of users under 16 years old. However, in Brownlee Primary School we will be using online platforms specifically designed for children.  

· Help to educate your child on how to use online learning programs to ensure they are safe. Careless use of other platforms or underage use of social media can lead to a breach of personal security, downloading viruses or malware or even contact from people who the children do not know and may have malevolent intent. 

· Children should never accept instant messages, phone calls, screen sharing or files from anyone they do not know and parents should reinforce and monitor this. 

Video Conferencing  
From time to time teachers may decide to deliver online learning using videoconferencing programs such as Google Meet. These programs enable students to talk to each other, and potentially their teacher. Whilst they are a great way to keep in touch, to safeguard both students and staff, one-to-one tuition will not normally take place using video conferencing. A teacher may, however, record a video to provide additional support to a particular child or group of children with their learning.  

Protecting the Home Network 
It is important that parents make sure that their home Internet network is secure. Increased use of the Internet for anything increases the risk of clicking on or downloading something nasty to your network, so it’s important that parents have anti-virus / anti-malware software installed to ensure the safety of everyone in the family. 

· Keep all anti-virus program updated regularly. There are new attacks every day and the amount of malicious content on web applications is rapidly increasing in both frequency and expertise so it is important to always stay up to date. 

· If parents have a wireless router, they should check that the wireless network is secure so that people living nearby cannot access it. It is best to set up a home network so only people with a wireless ‘key’ (i.e. password) can connect to it. 

· If a network is secure, users will be prompted for a password when they try to access it for the first time and there should be a padlock symbol next to the network name. If this does not happen, the network is not protected and anyone will be able to 
join. 

· It is always best to change the name of a home network – but not to anything that identifies the family. Parents should also change the default password, as these are often freely available to attackers online if they know where to look. Parents should choose a password of at least 8 characters, with a mix of case, numbers and symbols. The current advice is to pick three random words or a memorable phrase. 

· Parents should always cross-check any information if they are not sure about what their child is being asked to do. If in any doubt, parents should make contact with the class teacher or the school.  

Addendum

· Network administrators reserve the right to review files and communications to maintain system integrity and ensure that the users are using the system responsibility – they will respect the right to privacy whenever possible

· Any parent or member of staff who wishes to discuss this document can put any questions to:-

Mr Montgomery (Principal)

or
Mrs McFarland (ICT Co-ordinator)

· This document is based on

Acceptable Use of the Internet and Digital Technologies in Schools

(DENI Circular 2007/1 and 2016/27)
THIS POLICY WILL BE REVIEWED IN 2025.
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